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Abstract

As the Internet becomes increasingly integrated into daily life, the profound implications of
privacy infringement and personal data vulnerability have come to the forefront of societal
concerns. This study aims to unravel the multifaceted dimensions of internet privacy and data
security. The research method used is a qualitative approach based on a narrative synthesis design.
The sources of data include journals, books, and special reports by media, agencies, and the
government on the subject matter. The study dissects the various techniques of data collection and
data privacy infringement on the Internet by both cyber criminals and corporate entities,
unravelling the intricacies of surveillance capitalism and its implications for individual rights and
well-being. Furthermore, the study sheds light on the challenges of cyber protection in Nigeria and
calls for a holistic approach to safeguarding internet privacy and personal data safety. It proposes
a comprehensive framework that encompasses technological innovation, robust legislation, and
user empowerment as integral components of fortifying digital privacy.
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Introduction

The Internet has become a necessary aspect of modern life. It is like the oxygen we take, without
which many people and organizations might not survive because their daily lives ultimately depend
on the Internet. For many individuals, the Internet remains the primary channel of communication,
commerce, learning, news access, entertainment, and leisure, among others. Most organizations
have integrated their operations with the Internet (PEW, 2018). For instance, schools provide an
online learning experience, and many business organizations create digital ecosystems where they
hold meetings, staff work from any location, and they reach their target audience. Religious
organisations, like churches and mosques, were not left out. Several of these groups have created
online platforms where their members can connect to the Internet for their live services.

In another dimension, the Internet has birthed several digital service providers and web-based
companies such as e-banks and loan platforms. It seems no aspect of human life is without the
impact of the Internet. Consequently, the adoption of the Internet and digital devices like
smartphones has been massive globally. According to reports, 64.6% of people worldwide use the
Internet (Statista, 2023). There is no doubt that the Internet has impacted our world positively in
diverse ways. It has eased human life, brought speed to service delivery and access to information,
created job opportunities, and connected local organisations or businesses to the global market.
However, the Internet and new media use have led to profound concerns, particularly as it relates
to the protection of individual privacy and personal data safety in the vast landscape of cyberspace.
This is so because as individuals and organisations engage the Internet, online platforms collect,
store, and utilise their personal data, such as name, address, search history, tweets, pictures, likes,
and dislikes, among other sensitive data (Brynjolfsson, & McAfee, 2014). The information is
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processed to form profiles of the users, which are further used for marketing, policies, and
decision-making by different bodies, often without the knowledge or understanding of the Internet
consumers.

Digital data collection has become a major sector in today’s economy. Today, many organisations
and governments depend on the data profiles of their citizens; therefore, big tech companies like
Google, Facebook, and Amazon, among others, have primarily turned to digital data merchants.
They have developed different intrusive systems with which they wish to mine users’ data and
monetize the data for governments and organisations in need of them. This phenomenon has raised
critical questions about privacy infringement, data breaches, and the ethical use of information
(Eddy, 2018). Similarly, Internet users are increasingly experiencing threats to online safety and
cyber security and are becoming more concerned with e-crime, especially identity theft and
financial scams (Alkhalil, Hewage, Nawaf, & Khan, 2021). Many people and organisations have
experienced financial scams. The Centre for Strategic and International Studies (CSIS) reported
that every year, a financial loss of 445 billion dollars in the world economy is recorded due to
cybercrime (Daily Amar Desh, 2014). In Nigeria today, online scams known as yahoo-yahoo are
high, and many young people have made it their occupation. They spend enormous time on the
Internet syphoning personal data of users and using the same to defraud the user or his or her
networks.

Considering the increasing cases of data privacy breaches and cybercrimes, there has been a
growing demand for cyber safety and cyber education around the world. Regional and national
governments have established laws to safeguard the privacy and safety of Internet users in their
territories. Popular among these laws are the General Data Protection Regulation (GDPR) by the
European Union (Sobolewski, Mazur, & Paliski, 2017), the Cyber Security Framework by the
United States National Institute of Science and Technology (NIST) (NIST, 2018), the African
Union Convention on Cyber Security and Personal Data Protection by the African Union (AU)
(Internet Society and the Commission of the African Union, 2018), and the National Data
Protection Regulations (NDPR) of Nigeria (Odufuwa, 2021). In addition to policies and
legislation, there has been an increasing social campaign intended to create awareness about cyber
risks and educate and equip users with the skills and motivation to adopt Internet protection
strategies. Furthermore, the issue of data privacy protection and risks is rapidly gaining attention
in scholarship across different fields. Based on the aforementioned, the current paper is designed
to shed light on the phenomenon of digital data risks and ways Internet users can protect
themselves. This is important considering the fact that digital data breaches and cyber-attacks are
complex and dynamic; hence, the users need to be adequately informed regarding the trend of
breaches and attacks on the digital ecosystem. The study sought to contribute to the ongoing
discourse surrounding internet privacy and personal data safety, providing valuable insights and
recommendations for various stakeholders involved in shaping policies, technologies, and user
behaviour in the digital realm.

Methodology

The research design used to carry out this work is the narrative synthesis approach. This approach
falls within the qualitative paradigm. It is a systematic review of existing studies in order to add
an idea or shed more light on an issue of significance as well as contribute to the existing body of
knowledge. Hence, the approach is based on the use of secondary sources, particularly journal
articles, books, reports, and media reports. The synthesis of the current paper is structured thus:
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development of the Internet, data privacy and protection, typologies of data privacy breaches and
attacks, protection strategies, and the challenges of data privacy protection in the Nigerian digital
space.

Conceptual Clarifications
Concept of Digital Abyss

The concept of "Digital Abyss™" connotes the current scenario where societies are overwhelmingly
dependent on the Internet and digital media such as the Internet, smartphones, and laptops, among
others. It also represents the challenge of information overload and management (Wardle &
Derakhshan, 2017). Furthermore, it involves concerns regarding privacy and data security while
using the Internet. As noted by Brynjolfsson and McAfee (2014), the increasing dependence on
the led to volume, velocity, and variety of data generated through various sources such as social
media, 10T devices, and online transactions. With digital media, personal data can be used to track
Internet users as well as put the user under surveillance by different actors without the users’
knowledge. There are intrusive innovations that record our voices and even our secrets under our
roof without our knowledge. For example, powerful digital media like Google and Apple regularly
hear confidential medical information, business deals, and recordings of couples having sex
without their people's knowledge (Hern, 2019). The modern generation is indeed in an abyss that
is impracticable to come out. However, ethical frameworks, robust cyber-security measures, digital
literacy programmes, and regulatory interventions mitigate the risks (Floridi, 2019).

Internet Privacy

The concept of privacy has been studied from antiquity to the modern world, from philosophical,
sociological, psychological, and legal perspectives. In modern times, several academics in various
fields have attempted to define privacy, yet there is no universally agreed definition of the term in
academic research. This led to the conclusion that the concept is an umbrella term that covers a
wide range of interests. According to Veghes, Pantea, Balan, and Lalu (2009), privacy covers all
issues relating to the protection of an individual's personal space, i.e., private life, private home,
private correspondence, and so on. Explicitly, Burgoon (1982) observed that the dimensions of
privacy include information or data privacy, physical privacy, social privacy, and psychological
privacy. The current study is concerned with information privacy, also referred to as data piracy.

Alan F. Westin, who is considered the pioneer of the modern concept of privacy, defines
information privacy as the claim of an individual or a group or organisation to determine when,
how, and to what extent information about them can be communicated to others (Rollenhagen,
2021). Nyoni, Velempini, and Mavetera (2020) observe that the emergence of the Internet and
other new technologies has furthered the scope and definitions of what constitutes data privacy.
Smith goes on to describe data privacy as holding control over what information about the user
could be circulated. Taylor, Davis, and Jillapalli (2009) further explain that privacy in the online
environment covers users' concerns about the type and quality of information that a particular
website will collect from the user during online activity, how much control users have over the
collected information, and users' awareness of the privacy practices of websites, sites, and digital
devices.

Personal Data Safety

Personal data safety refers to the protection, security, and responsible handling of individuals'
sensitive and identifiable information. It involves safeguarding personal data from unauthorised
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access, misuse, theft, or any form of exploitation that could lead to potential harm or compromise
individuals' privacy (Shea, 2022). Li and Liu (2021) also explain that personal data safety has a
relationship with the protection of software and hardware. This is because it is attacks on the
software through malware, hacking, etc. that give access to users’ personal information. Personal
data safety is necessary for effective Internet and new media engagement. Many people are hesitant
to use the Internet and new media due to fear of their personal data safety.

One of the fundamental aspects of personal data safety in digital media is user awareness and
education. Individuals must understand the risks associated with sharing personal information
online and take proactive measures to safeguard their data. Aside from individuals, the government
has the responsibility to establish policies geared towards ensuring cyber safety and implement
them. Other stakeholders in data privacy protection on the Internet include website owners, app
developers, and platforms such as social media (Perera, Ranjan, Wang, Khan, & Zomaya, 2015).

Discussion
Data Privacy Breaches and Attacks on the Internet

Data collection in the digital world is too sophisticated. Several ways have been identified by
extant literature regarding how personal information is syphoned and used by different parties on
the Internet. Abrams (2014) noted that personal data are revealed by choice, for example, through
social media and email; in other situations, through compulsory disclosure, for example, as a pre-
condition to receiving services; or without awareness or consent, for example, by tracking an
individual's browsing. In the same vein, Rust, Kannan, and Peng (2002) assert that service
providers collect the personal data of users while registering or opening an account, like social
media accounts, online registrations and applications of all kinds, online surveys, and contests,
among others. Rust et al. explained that when personal data is collected via the aforementioned
strategies, the data collectors store it in their database and then sell or communicate it to other third
parties for monetary gains such as target advertising, ultimately eroding the privacy of the
individual customer.

The ever-increasing appetite for harvesting, analysing, and using the personal data of new media
users has led service providers, app developers, and manufacturers of smart devices and big tech
companies to establish increasingly pervasive and innovative ways of harnessing the data of users
through innovations like sensors, which track not just what a user types on a given device but
record the voice or discussion and even videos of the users without the user knowing, thus
overstepping privacy boundaries (Birchley, Huxtable, Murtagh, ter Meulen, Flach & Gooberman-
Hill, 2017).

Other privacy-intrusive methods of data collection employed by Internet companies or sites are
cookies and Clickstream (Brian, 2003). A cookie enables a website server to develop a history of
communication between a user and the website visited. With the help of a cookie, a server can
keep track of sites a user visits and the kind of information searched. Clickstream is a more
sophisticated way of data collection; it collects data about sites visited by a user, the kind of
information searched, and the duration of time spent on each site. Both cookies and clickstream
collect the personal data of users and send the same to databases on the control systems of
companies that later use it for various purposes.

It is also important to note that the personal information of consumers could also be accessed from
the hosting site or company without the site's or company's collaboration. This phenomenon is
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popularly called hacking. Grimes (2017) described hacking as the act of exploiting the weaknesses
in a computer of another individual or gaining access to a network without permission to steal,
destroy, or change the information on the computer. Once a computer, website, or account is
hacked, the hacker gains access to the user's information, including privacy or confidential
information that can be used for malicious purposes. The weaknesses that give room to hacking
include traceable passwords and exposure to malicious software, particularly viruses or Trojan
horses. Others are exposed to users' cookies, otherwise known as session keys, to gain unauthorised
access to information or services on a computer system. This is usually directed at e-commerce
websites where users provide personal information for a transaction (Khanna & Chaudhry, 2012).
Another strategy hackers use to steal the personal data of users online and use it for malicious
purposes is known as phishing. Phishing is the attempt to acquire sensitive information such as
usernames, passwords, and credit card details by setting up a replica of an original site (Ramzan,
2010). The phisher deceives people by using similar e-mails to those mailed by well-known
enterprises, for example, banks. These e-mails often ask users to provide personal information or
result in users losing their rights; they usually contain a counterfeit URL that links to a website
where the users can fill in the required information. Phishers base their strategy on using
psychological or emotional triggers, such as inducing fear in the users or generating some sort of
curiosity in the users. More often, phishers use statements such as "your account has been
compromised™ or "your account will be disabled, and then request that you perform a given task,
such as clicking a link (Khanna & Chaudhry, 2012). Chen, Jeng and Liu (2006) also argued that
people are often trapped by phishing due to inattention.

Data Privacy and Protection Strategies on the Internet

Extant literature categorizes data privacy protection strategies on the Internet into three categories:
the use of privacy-enhancing technologies, self-protection strategies, and legal or legislative
measures. Privacy-enhancing technologies (PETS) are software designed by Internet service
providers to increase the privacy and security of sensitive data such as names, phone numbers,
email addresses, and social security numbers of users (Office of the Privacy Commission Canada,
2017). PETs allow users to protect their information or privacy by allowing the user to decide what
information he or she is willing to share with third parties, such as online service providers, under
what circumstances that information will be shared, and what the third parties can use that
information for (Fang & Lefevre, 2010). There are many different types of PETS, each designed
to solve a specific problem. One common example of PETS is the privacy setting feature available
on smartphones and websites, such as social networking sites. The most important thing about the
use of privacy settings is for the user to understand the feature and carefully choose settings that
minimize the user's vulnerability to malicious users and third parties. One major issue associated
with privacy settings is that the privacy settings of many websites, especially social networking
sites, are often complex.

The second line of protection against digital data breaches and cyberattacks lies with the individual
Internet user; hence, it is called self-protection behavior. Protective behaviours are defined as
"specific computer-based actions that consumers take to keep their information safe” (Milne,
Labrecque, & Cromer, 2009, p. 450). One of these measures is to understand the privacy settings
of websites, study policies, or the terms and conditions of service providers regarding the use of
consumers' data, make an informed decision whether to use a given Internet service or not, and
carefully configure privacy settings to protect online data leakage (Williams, Consalvo, Caplan, &
Yee, 2009). Other personal protective strategies identified by Williams et al are the need to limit
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the posting of personal information details on the Internet, especially social media, and being
careful when dealing with strangers online. Also, Rajasekharaiah, Dule and Sudarshan (2020)
suggested the use of unique and strong passwords as a means to enhance data security on the
Internet and new media. A good password, according to Tabassum (2020), entails a combination
of letters, numbers, and special characters and is frequently changed. In addition to the above,
PricewaterhouseCoopers [PwC] (n.d.) states that individuals can enhance their cyber security or
safety by incorporating multi-factor authentication wherever possible and that having more than
one form of authentication, such as using a password and a soft or hard token on personal devices
and accounts, provides a strong line of defense against personal data exploitation by attackers.

In another dimension, Maimo (2019) asserts that anti-virus protection has been the most prevalent
solution to fight unsuspecting cyber-attacks. Active anti-virus blocks viruses designed and
developed by cybercriminals from entering the user's device to compromise, corrupt, manipulate,
or steal personal data. In another development, Mediati (2011) asserts that while using public
computers, care must be taken because public computers can easily be infected with spyware and
other types of malwares devised to track movements online and collect passwords. Similarly,
Diallo (2014) asserts that cyber attackers sometimes set up rogue Wi-Fi networks disguised as
legitimate ones to steal personal information. Therefore, Internet users should always verify the
public network before connection, and that public network should not be used to check e-mails,
use social network accounts, conduct online banking, or perform any other action that entails
logging in to a site (Diallo, 2014). Similarly, Chen, Jeng an Liu, (2006). further explain that
individual users can enhance their privacy protection by deleting cookies or browsing history at
the exit of browsers, especially when using public or another person's Wi-Fi networks or devices:
The users should always clear the cookies manually or set up the configuration on browsers to
automatically delete them as soon as the browser session ends. Kaspersky Lab (2022) further states
that keeping a device's operating system up-to-date allows for benefiting from the latest security
patches that help the cyber user avoid falling prey to cybercriminals. Furthermore, PwC states that
Internet users can enhance their safety if they avoid opening or clicking on emails and attachments
from unrecognized sources.

The third protection strategy is the legal or legislative strategy. Over 128 countries in the world
have set in place data protection and privacy legislation to ensure that their citizens' data is safe
(UNCTAD, 2020). In Nigeria, there are different sectoral legislations geared towards protecting
Internet consumers. Examples are the Cybercrimes Prohibition, Prevention, etc. Act, the
Registration of Telephone Subscribers Regulations, and the Credit Reporting Act, among others.
However, the National Data Protection Regulations (NDPR) are so far the most comprehensive
instrument designed to explicitly address the problem of digital data privacy breaches in Nigeria
(Babalola, 2022). NDPR is the brainchild of the National Information Technology Development
Agency (NITDA). NITDA was initially commissioned as an office with the main objective of
providing information and communication technology tools to selected educational institutions in
Nigeria (Babalola, 2022). It, however, became a statutory body upon the enactment of the NITDA
Act, 2007, thus giving the agency express powers to, among other functions, coordinate and
monitor information technology practices, develop guidelines for election governance (e-
governance), and monitor the use of electronic data interchange (EDI) (NITDA, 2020).
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Challenges of Digital Data and Privacy Protection in Nigeria

As Internet penetration continues to grow in Nigeria amidst a burgeoning population, data privacy
protection is becoming more complex and challenged by different factors. The first challenge is
poor enlightenment campaigns. The issue of digital data privacy protection education has yet to
receive significant attention from stakeholders like mass media, civil society, data collectors, and
government agencies such as national orientation agencies and the Ministry of Information. So far,
there are no significant social mobilisation campaigns and enlightenment programmes in both
mass media and other channels of communication geared towards equipping Nigerians with
knowledge about data privacy rights and protection mechanisms. Even the ambitious NDPR has
not received the significant publicity it deserves; hence, many Nigerians do not know about the
existence of the regulations or how they are meant to protect them (Alao, 2022).

Secondly, there is the phenomenon of high illiteracy. Nigeria is one of the countries with a high
rate of illiterate citizens. This is more so as it relates to digital illiteracy and, in particular, data
protection (Akanbi & Akanbi, 2012). Alao (2022) asserts that Nigerians are generally unaware of
their rights, including the right to digital data and privacy protection. Therefore, there has been a
culture of silence or underreporting of data breaches and attacks. Similarly, the National
Information Technology Development Agency (2020) states that more and more people are
adopting the Internet in Nigeria, but the vast majority of the Nigerian population that uses the
Internet is unaware of the dangers associated with it or how to use self-protection mechanisms to
mitigate data breaches and attacks. It has also been observed that many Nigerians depend on third
parties to help them access Internet services such as online purchases and online registrations of
all kinds or use certain digital devices like smartphones.

Thirdly, there are the economic realities and priorities facing Nigerians. Poverty is high, and there
is a dearth of basic infrastructure such as good roads, hospitals, water, electricity, and schools,
among others (World Bank Group, 2022). These challenges have taken the attention of both
government and citizens and have always been on the agenda of discussion in the media and other
platforms. Thus, the government is reluctant to pass substantive laws to protect the personal data
of citizens in the digital space as well as adequately fund data protection agencies and security to
actualize the primary assignment. Similarly, the citizens are interested in pursuing their "daily
bread,” hence they are also reluctant to pursue their rights even when such rights are breached or
when they experience cyber-attacks, seeing such acts as a waste of time and resources.

Another problem facing digital data privacy protection in Nigeria is systemic corruption.
Corruption has created a culture of lack of trust in Nigerian agencies, institutions, and programmes,
no matter the sincerity behind their establishment. Today, many Nigerians do not trust the ability
and sincerity of Nigerian security agencies to protect against cyber-attacks and personal data
breaches prevalent in the nation's digital space. Therefore, Nigerians are often unwilling to support
the agencies with useful information towards enhancing cyber sanity in the country. This challenge
is compounded by the general poor implementation of laws and recommendations that will
improve the nation’s development in different sectors, including cyber security.

Conclusion and Path Forward

The Internet is both a blessing and a threat to our safety, as issues of data privacy breaches and
attacks can have significant implications for the safety of users in real life. Therefore, as we
leverage the Internet to build businesses, access information and health, and build relationships,
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among other gratifications, care must be taken by the users to navigate the digital abyss without
falling prey to bad actors and malicious users who have committed digital data theft and breached
their major occupations. To actualize that, the users need adequate sensitization campaigns that
are tailored to provide both knowledge of the risks and protection strategies of cyber-attacks and
data breaches. This can only be achieved by a combined effort of multiple stakeholders, ranging
from the mass media, education curriculum planners at all levels, government agencies like
NITDA, the Ministry of Information, and national orientation agencies, among others. Until these
stakeholders rise up and become intentional about ensuring a safer cyberspace, the ambitious
digital economy will remain a mirage.
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